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: 1 , 21 1 1 1
(WLAN ), 1 ,
: 1
I\SIL Ttem Name Product Model No Quty | Warranty
HP Z240 Intel Xeon E3-1200v5; 01 3 years +
1 | server 3.0GHz 4c 8MB L3C; 16 GB DDR4, 2x2 TB HDD, 3 years
Widows Server 2012, Office 2016 Academic, Kaspersky
Kaspersky and 21”” LED Monitor update
2 | Wall Mount Rack 9U Wall Mounting Black Rack 01 1 year
3 | Power strip Styles MTS720 01 1 year
HP 250G5 Intel 6" Core i5-6200U 3MB C Notebook | 21 3yrs+1yr
4 | Laptop/Computer PC (8 GB DDR3, 500GB HDD, Windows 10 Pro, Kaspersky
15.6-inch LED HD) update
5 Laser Printer HP LaserJet Pro M402n 1200MHz 128MB 01 1 year
6 UPS SAKO PCM 2000VA 15 minutes backup 01 1 year
7 | IPS SAKO SKN-M3000VA 2KVA 12V 150Ah 48vDC | 01 1 year
8 B/W Modem D-LINK DWP-157 3G Support 01 1 year
9 Wireless Access Cisco AIP-AP 2800 Series Access Points 01 1 year
Point/Router (AIR-AP28021-C-K09)
10 | Pedestal Fan GFC 20in sweep blade 40in Height 80 watt 01 1 year
11 | HD Monitor Walton W43E3000AS 42inch 01 3 years
12 | Installation including Network Configuration, Server and laptop Software | NA NA
supply of all materials | Installation and Electric Wiring including locking
and labor arrangement of Laptops with working desks and
supply of all materials and labor
13 | Testing including Testing and Commissioning the Center including NA NA
supply of all materials | supply of all materials and labor
and labor
14 | Preparation of an Drafting and Printing of the Operating Guide in NA NA
Operating Guide for Bangla language with signs and guides including
ICT Learning Center sketch, as appropriate.
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(WLAN)
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Data Out
p— Access Point
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Printer J
1. Wall Mount Monitor / < /,;\\
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3.Fan Instructor Laptop
IPS
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WiFi WiFi
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S1 Ttem Name Product Model No Dependancy | Priority Power'
No Connection
1 | server HP Z240 Intel Xeon E3-1200v5 Wireless AP, High UPS
3.0GHz 4c 8MB L3C UPS
2 Wall Mount 9U Wall Mounting Black Rack UPS Medium UPS
Rack
3 Power strip Styles MTS720 XX NA XX
4 Lanto HP 250G5 Intel 6" Core i5-6200U Wireless AP, | Medium IPS Line
ptop 3MB C Notebook PC Server
5 Laser Printer HP LaserJet Pro M402n 1200MHz Server, Low Electric
128MB Wireless AP Power
SAKO PCM 2000VA 15 minutes Electric High Electric
6 UPS
backup Power Power
7 IPS SAKO SKN-M3000VA 2KVA 12V Electric Medium Electric
150Ah 48VvDC Power Power
Bandwidth D-LINK DWP-157 3G Support Internet Low NA
8 Modem Frequency
Wireless Cisco AIP-AP 2800 Series Access Internet or High UPS
Points (AIR-AP28021-C-K9) No internet
9 | Access . 4 . . :
. Note: If dedicated internet line, link then server
Point/Router . .
must active. No internet then Server
10 | HD Monitor Walton W43E3000AS 42inch Teachers Medium | UPS/Power
Laptop
, /
(WLAN)
WLAN ( / )
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10
10, (
(. )
Users A
- "‘r._:q &
User Interface - . Internet
Web-based Applications = Intranet
e— Extranets
Integrated Applications
Integrated DB
Management
Individual Student
Storage Space

ICT Infrastructure
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Laptop — Windows 10 Server
User Registration & e —
Login/Logout [ i
Registration DB
& Setup Data_J
Access to Repository
of E-Learning Materials
Repository of
Apps: Office Database E-learn Mat
= Productivity Managemen
m Apps: Multimedia
Processing —8
Performance
Web Authoring Data, E-learn

Tools

Server Apps: skype,
email, browser, file,
print, website host

User Work
File System

5

: Microsoft windows server 2012 Standard edition license; Microsoft Office
2016 (Academic) license, Kaspersky License Antivirus with 3 years update
validity

: Microsoft windows 10 Pro pre-loaded license; Open Office 2016, Kaspersky
License Antivirus with 1 year update validity
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ex125 x 20 TIMBER TRIM. PAINT FINISH.

SELECTED MELAMINE BENCHTOP 20mm
EXTERNAL GRADE PLYWOOD
650

[ 1 PROPOSED LOCATION OF
[ DATA AND POWER POINTS

| 650

270

50x50 MSG8

50x50 MSGS8 DIVEDER FRAMING
AT 1000 CRS LINED WITH 5.5MM
HARDEBOARD. FIX 20 X 70MM
TRIM TO END. PAINT FINISH.
100x50 MSGS8 AT 450 CRS ON
DPC BOLTED TO FLOOR WITH
M12 DYNA BOLTS AT 1200 CRS,
100MM EMBEDMENT

il ittty Sl
A

750

I P R,

F.F.L. Frt————— N Y R | S N T, 1

TYPICAL COMPUTER BENCH
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Existing Verandah

LAN

ELECTRICAL LEGEND

36 WATT
o
2
<

#D

v

FLUORESCENT LIGHT FITTING WITH
SINGLE 36 WATT LAMP,

10A LIGHT SWITCH.
2g - DENOTES 2 GANG.
3g - DENOTES 3 GANG,

DOUEBLE 10A POWER POINT MOUNTED
AT 200mm A.F.F.L UNLESS STATED
OTHERWISE.

DATA OUTLET FOR SINGLE RJ45
CONNECTIOMN AND FACEPLATE
MOUMTED AT 300mm A F.F.L UNLESS
STATED OTHERWISE. # DENOTES
NUMBER OF RJ45 OUTLETS.

TELEPHONE QUTLET FOR SINGLE RJ45
COMNNECTION AND FACEPLATE
MOUNMTED AT 200mm A.F.F.L UNLESS
STATED OTHERWISE.

ELECTRICAL SWITCHBOARD.,

DATA AND COMMUNICATIONS PANEL
MOUNTED HIGH ON WALL. REFER TO
DETAILED SCHEMATIC FOR EQUIPMENT
SCHEDULE,

2[*&5] glf




, ) (electric
shock)
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Earth Wire —

Neutral Wire —
Wiring
I: " Lr
3-pin Socket board % -
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Grounding Rod

Clamp

Grounding
Electrode
Conductor
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Wi-Fi Zone

Wireless Local Area Network (WLAN)

(WLAN)
/
Hot Spot
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Next

: SSID + Next
. WPA-PSK WPA2-PSK + passphrase ( ) Next
DHCP DHCP Server Apply
)
ISP
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Modem - Modulation demodulation. Modem
Modulation demodulation Device,
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physical device ,
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) (Internet Service
Provider ISP)
"dedicated line"
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(Cisco AIP-AP 2800)

(ISP)
WAN

N
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, ( )
(Cisco AIP-AP 2800)

WAN
(D-LINK DWP-157 3G)

DHCP (Cisco AIP-AP 2800) -

DHCP Server Server Manager
Dashboard Configure this local server Add roles and features
Select installation type Role-based or feature-based installation
Next Server Selection Server Roles
DHCP Server Add Features Features .NET
framework 3.5 Features

i Add Roles and Features Wizard — [ | >

DESTINATION SERVER
WIN-XIGOEMBIEEA

e Select one or more features to install on the selected server
Features Description

NET Framework 3.5 Features] NET Framework 3.5 combines the

NET Framework 4.6 Features (2 of 7 installed) power of the .NET Framework 2.0
APis with new technologies for

UmL

Background intelligent Transfer Service (BITS)

Features

[] BitLocker Drive Encryption building applications that offer
DHCP Server [] BitLocker Network Unlock appesling user interfaces, protect
N o ] BranchCache your customers’ personal identity
nHirMmation [1 Client for NFS mnformation, enable seamless and
[ ] Containers secure communication, and provide
] Data Center Bridging the ability to model a range of
] Direct Play business processes
[ Enhanced Storage
[] Failover Clustering
[] Group Policy Management
[J vO Quality of Service

| IS Hostable Web Core
Internet Printing Client

f

IP Address Management (IPAM) Server

\

iSNS Server service

LPR Port Monitor \/
[<oreviows | [ neY ] : o]

T AR IO (A3GaRT)-93 SRS ARt 8 IR
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Next DHCP Server, Confirmation Result
Add Roles and Features Wizard

DHCP Server Services Server
Manager Dashboard DHCP Server
DHCP Server Configure this local server DHCP Server
Services Services Stop Services

DHCP Server Services

SERVICES
All services | 1 total
Filte 0 =) - [= ~
- - P -
Server Name Display Name Service Name Status Start Type

a _ Automatic
Stop Servncey\/
Restart Services

Pause Services

Resume Services

Copy

DHCP Server Control Panel Administrative
Tools DHCP IPVv4 New Scope

E pHace

File ASAction Ve FHelp
N = & ] B <= | = =3
=F DHace
~ B wwin-kggOernib 1 o, Sl s
~ — IFE'
Display Statistics...
se=s assignec
= New Scope-..\/ create mmncd <
-
—3 Neww PMulticast Scope...
_ '
Configure Failover.__ e S
Replicate Failover Scopes... sting aup a D

Defimne User CTlasses. ..

Defimne Vendor Classe=...

Reconcile ANl Scopes...

Set Predefimned Options...

Vieww >
Refresh

Properties

Help

R R IO (RGERT)-9F TR ARBAT 8 JI=RE
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Name: ( SESIP ) Description: EIIN

( SESIP ) IP Range Start IP address: 192.168.0.2;
End IP address: 192.168.0.240; Length: 24; Subnet mask: 255.255.255.0

New Scope Wizard

IP Address Range
You define the scope address range by identifying a set of consecutive IP addresses

Configuration settings for DHCP Server
Enter range of addresses that the scope distributes

art IP address | 192 . 168 o 2

\%:lpaddress |12 . 168. 0 . 240

Configuration settings that propagate to DHCP Clert

24 —=

mask | 255 25-5 255 o
s E@ S
Lease Duration: 999  ( ) Configure DHCP Option
Next Router (Default Gateway) IP address: 192.168.0.

Add Next

New Scope Wizard

Rowter (Defauilt Gatewasy) ==
You can specify the routers. or default gateways. to be distributed by this scope

To add an IP address for & router used by clients. ernter the address below
A__ address

| 192 . 1es o 1l [\Md.\é /L

__ Bemove |
v
| Down |
< Back Cancel
DHCP Server
Services |/ Server Manager
Dashboard DHCP Server Stop
Services Services / Start Services DHCP Server
Services Restart IP address: 192.168.0.

DHCP

I AR GTOR (NRGART)-9F TIPlofE AfFbear 8 IR _
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network
Network and Sharing Center-

- : Network and Sharing Center-
Windows Firewall State

Help protect your PC with Windows Firewall

Contrel Panel Home

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or a network.
through Windows Firewall
B Change notification settings . W Private networks Connected (%)
'f‘;' Turn Windows Firewall on or .
 off Metworks at home or work where you know and trust the people and devices on the network
B Restore default
& Fetore derauts Windows Firewall state: On
By Ad d setti
% Vaneed sengs Inceming connections: Block all connections to apps that are not on the list
Troubleshoot my network of allowed apps
Active private networks: 2 EMISDZ 14
Motification state: Motify me when Windows Firewall blocks a new app
. '-ﬂ-‘ Guest or public networks Connected @

Metworks in public places such as airports or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Active public networks: ¥ Unidentified network

Motification state: Motify me when Windows Firewall blocks a new app

AT MR GToR (WRGERT)-9F TR

oAl 8 IRFRE -
=
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- Change User Account Control UAC
“Always notify”

=1 User Account Control Settings = =

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes te your computer.
Tell me more about User Account Control settingd

Always notify

Notify me only when apps try to make changes to my
computer (default)

® Don't notify me when | make changes to Windows
- = settings

@ Recommended if you use familiar apps and visit
— — familiar websites.

Mever notify

ok || cancel

- Windows Defender

, Windows Defender
Defender
Windows Defender - Windows Defender

Ty Windows Defender - o
PC status: Potentially unprotected

Your PC is being scanned

This might take some time, depending on the type of scan selected.

—

Scan type: Quick scan

Start time: 12:54 PM
Time elapsed:  00:00:12

Items scanned: 3176

T AR IO (A3GaRT)-93 SRS ARt 8 IR
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Parental Controls System :
Parental Controls
System, Messanger, Mail, Photo Gallery, Movie Maker
Live Go Online to get Windows Live Essentials
link- http://download.live.com Download

Family Safety

Family Family Safety Link-

Control Panel Home

Which websites can EMIS visit?

User Settings Choose a web restriction level:
Web Filtering () Allow list only
 Web Restrictions The child can view websites on the Allow List, Adult sites are blocked.

Click here to change Allow List.

Allow or Block Websites o )
(@) Designed for children

The child can view websites on the Allow list and websites designed for children, Adult sites are blocked.

() General interest
The child can view websites on the Allow list, websites designed for children, and websites from the
general interest category, Adult sites are blocked,

() Online communication
The child can view websites on the Allow list, websites designed for children, and websites from the
general interest, social networking, web chat, and web mail categories, Adult sites are blocked.

(") Warn on adult
The child can view all websites, but receives a warning when a site contains suspected adult content,

[+] Block file downloads

Turning on web restrictions alse turns on 5afeSearch settings for Bing, Geogle, Yahoo! and other popular
search engines, Adult images are also blocked.

IR AR GToR (WRGERT)-97 TpiofEt AfRpiedr 8 JIRE
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Smart Screen Filter

Blocker

Control Panel H . . ..
entreitaneiome Which websites can EMIS visit?

User Settings
Web Filtering

® Web Restrictions

Choose a web restriction level:
() Allow list only
Click here te change Allow List.

Allow or Block Websites . .
(®) Designed for children

The child can view websites on the Allow list

(7} General interest

The child can view websites on the Allow list,
general interest category. Adult sites are bloc

("1 Online communication

The child can view websites on the Allow list,
general interest, social networking, web chat,

(71 Warn on adult

The child can view all websites, but receives i

Block file downloads

Turning on web restrictions also turns on SafeSez

search engines. Adult images are also blocked.

Backup

AT MR GToR (WRGERT)-9F TR

The child can view websites on the Allow Lisl

ALT -

ALT -

Enable Protected Mode

Privacy

& Internet Properties

General | Security  Privacy | Content | Connections | Programs | Advanced
Settings

Select a setting for the Internet zone.

Medium

-Blocks third-party cookies that do not have a compact
privacy policy

- Blocks third-party cookies that save information that can
be used to contact you without your explidt consent
-Restricts first-party cookies that save information that
can be used to contact you without your implicit consent.

Sites Import Advanced Default
Pop-up Blocker
)| Prevent most pop-up windows from Settings
=l appearing.
[#] Turn on Pop-up Blocker
oK Cancel Apply

Backup and Restore

Pop-up

i) Per Site Privacy Actions n

Manage Sites

{4 You can specify which websites are always or never allowed to use
_& cookies, regardless of their privacy policy.

Type the exact address of the webste you want to manage, and then click Allow
or Block

To remove a st from the list of managed sites, select the name of the website
and click the Remove button

Address of website:
|w =
Alow
Managed websites
Domain Setting Remove
youtube com Aways Block Remove al
OK

Let Windows Choose

Let me choose

IbIA74T 8 IR SIE] -
N~
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Windows Firewall with Advanced Security- ;

( )

( ) ., Windows Firewall with Advanced Security

i Security Settings
4 |4 Account Policies ﬂ Windows Firewall with Advanced Security provides network securty for Windows computers.
4 Password Palicy

A Account Lockout Palicy
4 _a Local Policies Overview

» 4 Audit Policy Domain Profile

: :g User Rights F.\sswgnment (D Windows Firewall state is not configured
» |4 Security Options

4 [ Windows Firewall with Advanced Security Private Profile
4 |_ﬂ Windows Firewall with Advanced Security - Local Group Policy Object‘
& Inbound Rules

@ Windows Firewall state is not corfigured

Outbound Rules Public Profile
i Connection Security Rules @ Windows Firewall state is not corfigured
| Network List Manager Policies
4[] Public Key Policies @] Windows Firewall Properties

| Encrypting File System
| Data Protection

Getting Started

| BitLocker Drive Encryption Authenticate communications between computers
| Software Restriction Policies Create connection security ules to specify how and when connections between computers are autherticated and
4 [ Application Control Policies pratected by using Intemet Protocol security (IPsec)
» @ Applocker
\g IP Security Policies on Local Computer @] Connection Securty Rules

4 [ Advanced Audit Policy Configuration

» 14y System Audit Policies - Local Group Policy Object View and create firewall rules

Create firewall rules to allow or block connections to speciied programs or ports. You can also allow a connection only f
it is authenticated, or if it comes from an autherized user, group, or computer. By default, inbound connections are
blocked unless they match a rule that allows them, and outbound connections are allowed unless they match a nule that
blocks them.

B Inbound Rules
B} Outbound Fules

Windows Firewall with Advanced Security-

, defense-in-depth model

AT MR GToR (WRGERT)-9F TR
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i Security Settings

4

3

Account Policies

(& Password Policy

& Account Lockout Policy

Local Policies

& Audit Pelicy

[ User Rights Assignment

(& Security Options

Windows Firewall with Advanced Security

@ Windows Firewall with Advanced Security - Local Group Policy Object

Policy

Security Setting

58] Network access: Allow anonymous SID/Name translation d

4] Metwork access:
3] Metwork access:
3] Metwork access:
3] Metwork access:
4] Metwark access:
4] Network sccess:
4] Metwork access:
4] Network access:

De not allow anenymous enumeration of SAM accounts

Do not allow anenymous enumeration of SAM accounts and shares

Do not allow storage of passwords and credentials for network authentication
Let Everyone permissions apply to anonymous users

Named Pipes that can be accessed anonymously

Remotely accessible registry paths

Remotely accessible registry paths and sub-paths

Restrict anenymous access to Named Pipes and Shares

Enabled

Disabled
Disabled
Disabled

System\CurrentControlS...
SystemiCurrentControlS...

Enabled

&3 Inbound Rules
Outbound Rules
P Connection Security Rules

] Network List Manager Policies
a4 [ Public Key Policies
] Encrypting File System
| Data Protection
[ BitLocker Drive Encryption
Software Restriction Policies
Application Control Policies
[ Applocker
IP Security Policies on Local Computer
Advanced Audit Policy Configuration
18 System Audit Policies - Local Group Policy Object
5 Account Logen
Account Management
Detailed Tracking
DS Access
Logen/Logoff
Object Access
Policy Change
Privilege Use
System
Global Object Access Auditing

oG [0

] Metwork access: Shares that can be accessed anonymously

] Metwork access: Sharing and security medel for local accounts
5] Metwark security: Allow Local System to use computer identity for NTLM

Liie] Metwork security: Allow LocalSystemn NULL session fallback

3] Metwork security: Allow PKU2U authentication requests to this computer to use online identities.
4] Metwork security: Configure encryption types allowed for Kerberos
4] Metwork security: Do not store LAN Manager hash value on next password change

] Metwerk security: Force logoff when lagon hours expire
] Metwerk security: LAN Manager authentication level
[ Metwerk security: LDAP client signing requirements

1] Metwork security: Minimum session security for NTLM SSP based (including secure RPC) clients
3] Metwork security: Minimum session security for NTLM SSP based (including secure RPC) servers
4] Metwork security: Restrict NTLM: Add remote server exceptions for NTLM authentication

4] Metwork security: Restrict NTLM: Add server exceptions in this domain

4] Metwork security: Restrict NTLM: Audit Incoming NTLM Traffic

4] Metwerk security: Restrict NTLM: Audit NTLM authentication in this demain

1) Metwork security: Restrict NTLM: Incoming NTLM traffic

4] Metwork security: Restrict NTLM: NTLM authentication in this domain
] Metwerk security: Restrict NTLM: Outgoing NTLM traffic to remote servers

3] Recavery console: Allow automatic administrative logon

3] Recavery console: Allow floppy copy and access to all drives and all folders
3] Shutdown: Allow system to be shut down without having to log on

Mot Defined

Classic - local users auth...
Not Defined

Not Defined

Not Defined

Not Defined

Enabled

Disabled

Mot Defined

Negotiate signing
Require 128-bit encrypti..
Require 128-bit encrypti...
Not Defined

Not Defined

Not Defined

Mot Defined

Mot Defined

Mot Defined

Mot Defined

Dissbled

Dissbled

Enabled

IPsec

h Security Settings
4 A Account Policies
(A Password Palicy
("4 Account Lockout Policy
4 ['4 Local Policies
(A Audit Policy
{4 User Rights Assignment
(4 Security Options
Windows Firewall with Advanced Security

v be v~

3 Inbound Rules
Outbound Rules
2-'-_.. Connection Security Rules
] Metwork List Manager Policies

4 [ Public Key Policies

[ Encrypting File System

] Data Protection

[ BitLocker Drive Encryption
] Software Restriction Policies
4 [ Application Control Policies

3 ﬁ AppLlocker
B 1P Security Policies on Local Computer
4 ] Advanced Audit Pelicy Configuration
4 1% System Audit Policies - Local Group Policy Object

Account Legen
Account Management
Detailed Tracking
DS Access
Logon/Logoff
Object Access
Palicy Change
Privilege Use
System
Global Object Access Auditing

@ Windows Firewall with Advanced Security - Local Group Policy Object

ﬁ Windows Firewall with Advanced Security provides network security for Windows computers

Overview

Domain Profile

® Windows Firewall state is not corfigured.
Private Profile

(i) Windows Firewall state is not corfigured
Public Profile

® Windows Firewall state is not corfigured.

Windows Firewall Properties

Getting Started

A uthenti Py b

con

Create connection security rules to specify how and when cor
protected by using Intemet Protocol security {IPsec).

Connection Securty Rules

View and create firewall rules

Create firewall rules to allow or block connections to specified
it is authenticated, or f it comes from an authorized user, grouy
blocked unless they match a rule that allows them, and outbo
blocks them.

Inbound Rules

Windows Firewall with Advanced Security - Local Gro... “

Domain Profile | Private Profile | Public Profile | IPsec Settings

IPsec defaults
& Specify settings used by |Psecto

Customize...

establish secured connections.

|Psec exemptions

Exempting ICMP from all IPsec requiremerts can simplfy
%J | troubleshooting of network connectivity issues

Exempt ICMP from [Psec Mot corfigured v

IPsec tunnel authorization

Specify the users and computers that are authorized to
establish IPsec tunnel connections to this computer.

Mone
() Advanced

Gros |

Outbound Rules

R R IO (RGERT)-9F TR ARBAT 8 JI=RE
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i Security Settings
4 [ Account Policies
4 Password Policy
"4 Account Lockout Pelicy
4 Local Policies
1> & Audit Policy
& User Rights Assignment
1> g Security Options
1 Windows Firewall with Advanced Security
4 @ Windows Firewall with Advanced Security - Local Group Policy Object
E2 Inbound Rules
Outbound Rules
%% Connection Security Rules
] Metwork List Manager Policies
a [ | Public Key Policies
[ Encrypting File System
[ | Data Protection
| BitLocker Drive Encryption
] Software Restriction Policies
a [ | Application Control Policies
3 E Applocker
g IP Security Policies on Local Computer
a || Advanced Audit Policy Configuration
4 18 System Audit Policies - Local Group Policy Object
55 Account Logen
Account Management
Detailed Tracking
DS Access
Legen/Logoff
Object Access
Policy Change

8

[N

Privilege Use
System
Global Object Access Auditing

MName

Description Policy Assigned Last Maodified Time
There are no items to show in this view.
IP Security Policy Wizard -
Default R Rule Method

To add multiple authentication methods, edi the default response rule after
completing the wizard

Set the initial authentication method for this security rule:

(®) Active Directory default (Kerberos V5 pratocol)
(") Use a ceificate from this certfication autharity (CA):
Browse...
Exclude the CA name from the certfficate request
Enable certificate to account mapping
() Use this string to protect the key exchange (preshared key):

< Back Mext > Cancel

Turn messages on or off

For each selected item, Windows will check for problems and send you a message if problems are found.

How does Action Center check for problems?

Security messages

Windows Update

Internet security settings
Metwork firewall
| Microsoft account

| Windows activation

Maintenance messages

| Windows Backup
[] Automatic Maintenance

Drrive status

Device software

Startup apps

Related settings

Spyware and unwanted software protection

User Account Control

Virus protection
SmartScreen

Windows Troubleshooting
HomeGroup

File History

Storage Spaces
Work Folders

Customer Experience Improvement Program settings

Problem reporting settings
Windows Update settings
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01 8
(security principals) unique security

identifiers (SIDs) )

(admin) security
principals , security
principals

o FDmputErManagement(Local) Share Name Folder Path Type # Client Connections Description
4 {4 System Tools I ADMINS  CaWindows Windows o Remote Admin
> ® Task S(.heduler 50 CS A Windows 0 Dtault chare
: ;% ;:2::::;5 2aD3 D Windows o Default share
& Shares Gz ES EN Windows 0 Default share
@il Sessions aa FS F Windows 0 Default share
&) Open Files @&l 1PCs Windows 0 Remote [PC
a i Local Users and Groups
- “| Users Create A Shared Folder Wizard u
| Groups

Welcome to the Create A Shared
Folder Wizard

> '@' Performance
g2y Device Manager

a 23 Storage e
u‘l Disk M t ‘—L| This wizard helps you share a computer folder so that it can
_ &= Dis anagemen be accessed by people on other computers in your network
> Ty Services and Applications ?‘E. or workgroup.

Windows Firewall will be set up to allow this folder to be

shared with other computers. Please read how this may
impact Windows Firewall and the security of your computer.

Learn more about Windows Firewall

Click Next to continue.

(security principals) :

(ADDS) (ACLS)
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01

) ) 1
1 ) ) l
) @ILC Issue Properties | Advanced Security Settings for @ILC Issue = B
|Geneml |Shanng ‘ Securty ‘Cusmmize|
Mame: EN@ILC Issue
Object name:  EA@ILC lssue
Owner; Md. Ifta Kharul Islam (MAINTENANCEENGR\ift) Change
Gmup Or USEr Names:
8 Autherticated Users Permissions Auditing Effective Access
H2,5YSTEM
2, Adminstrtors (MAINTENANCEENGR Administetors) For additienal information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).
% Users (MAINTENANCEENGR\Users)
Permission entries:
To change permissions, click Edt Type  Principal Access Inherited from Applies to
Ezgﬂrsissions for Autherticated How Deny ﬂi Allow  Administrators (MAINTENAM...  Full control EN This felder, subfolders and files
P . B Allow  SYSTEM Full centrol E\ This folder, subfolders and files
IVIIJd;; " B Allow  Authenticated Users Madify E\ This folder, subfolders and files
o
Read & " ﬂ; Allow  Users (MAINTENAMCEENGRY... Read & execute E\ This folder, subfolders and files
List folder contents
Read ‘
Write y v
For special pemissions or advanced settings, W
click Advanced. _ Remove View
Disable inheritance
Apply ["] Replace all child object permission entries with inheritable permission entries from this object
]
I @ILC Issue Properties
Advanced Sharing ¥ Permissions for @ILC Issue “
Share: Permissions
Share this folder
. GI'OIJD ar user Nnames:
Setiings % e
Share name:
| @nc ssue |
Add Remove
Limit the number of simultaneous users to: 20 Iil
Add | | Remowve |
Comments:
Pemissions for Everyone Allow Dery
Full Control 1 1
Change [ |
Permissions | | Caching | Read O
| Ok | | Cancel | | apply |
oK | | Cancel | Aoply QK | | Cancel | Apply
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4 Advanced Security Settings for @ILC Issue

]
MName: EA@ILC Issue 4y Au ng Entry for @ILC Issue -
Owner: Md. Ifta Kharul Is;
Principal: EMIS (MAINTENANCEENGRA\EMIS)  Select a principal
Permissions | Auditing
Type: |Success v
For additional information, doubl
Applies to; | This folder, subfolders and files ~|

Auditing entries:

Type  Principal
Basic permissions: Show advanced permissions
[ Full control

[ Modify

[] Read & execute

List folder contents
Read
[ write
Special permissions

[] Only apply these auditing settings to objects and/or containers within this container Clear all

L]
'
L]
Marme: EA@ILC Issue
Owner: Md. Ifta Kharul Islam (MAINTENANCEENGRAIft) Change
Permissions | Auditing | Effective Access

@ Permission changes must be applied before they can be used to calculate effective access.

Effective Access allows you to view the effective permissions for a user, group, or device account. If the account is a member of a domain, you can alse evaluate the impact of p
the impact of adding a group, any group that the intended group is @ member of must be added separately.

User/ Group: EMIS (MAINTENANCEENGRAEMIS)  Select a user
View effective access
Effective access Permission Access limited by
*x Full control File Permissions

Traverse folder / execute file
List folder / read data

Read attributes

Read extended attributes
Create files / write data
Create folders / append data
Write attributes

Write extended attributes

XXAAXAAOOOADS

Dielete subfolders and files File Permissions
Delete

Read permissions

Change permissions File Permissions
Take ownership File Permissions
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7 ( )
7.1 - :
File Server Resource Manager

Server Manager Dashboard Configure this local server
Add roles and features Select installation type Role-based or
feature-based installation Next Server Selection

Select a server from the server pool Microsoft Windows Server
2016 Standard Evaluation Server Roles File and
Storage Services File Server Resource Manager

fEa Add Roles and Features Wizard

Select one or more roles to install on the selected server,
nstaliation pe Roles Description

Server Selection . Reso A z
e Al ity Active Directory Lightweight Directory Services File Server Resource Manager helps

Server Roles [[] Active Directory Rights Management Services you manage and understand the
1 files and folders on a file server by

CRAT | Device Health Attestation
R ctraai ' DHCP Server (Inctalled) zcheduling file management tacks
and storage reports, classifying files

| DNS Server
] Fax Server and folders, configuring folder
-

| File and Storage Services (1 of 12 installed) quotas, and defining file screening
J "] File and iSCSI Services policies

__| File Server

L

| BranchCache for Network Files

| Data Deduplication
] DFS Na
"] DFS Rep on
‘
E&H'— erver V5SS Agent Service
:[ n':(bg Target Sv:rw;,r :
] iSCSI Target Storage Provider (VDS and V5S¢
(] Server for NFS
| Work Folders
< Previous ] . Next > I t Cancel
Next Features .NET framework 3.5
Features Confirmation Result Add Roles and Features

Wizard
Folder Share/Drive Share :
( C Drive sesipl
) My PC C Drive sesipl
, sesipl Properties
, Sharing Network File and Folder Sharing Share
Everyone Administrator Share
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3 File Server Resource Manager

Control Panel
Administrative Tools

File Server Resource Manager

Quota Management Quotas Create Quota C Drive
sesipl ( )
i@® File Server Resource Manage
File Action View Help
<= = | 20| E
» File Server Resource Manager (Local) Eilter- Show all: 0 tems
5 P Chitn dAsnugerviess e e s e o
& Quotas | Quota Pa*~ = i
2] Quota Templates
> zn3 File Screening Management Guots path -
L Storage Reports Management | | [ Browse.NA]
& Classification Management d
& File Management Tasks @ G growse For Foldes >
O A
Guol Select a folder
You
~ ‘i. Local Disk (G ~
kv PerfLogs
Program Files
> Program Files (x86)
\/ cesipl ~
> Stor@?epons
User Dote created: 1272172017 6:20 AM |
Folder: | Local Disk (C:) ]

Drive propertics from this quota template 10 GB Limit Create
Source Template sesipl

Create Quota

Cuota path:
[C:\sec’q:‘l

] Browse
(&) Create guota on path

O Ao appily tempiate and create guotas on exasting and new subfolders
Quota properties

You can ether use properties from a guota template or define custom
guota properties .
How do you wart to corfigure guota properties 7

(@) Denve properties from this quota tempiate Fecommended):

10 GB Lima O\/
e

O Define custom guota properties

=t e Pr

e e

Summary of guota propernties
= Quota: C\sesip 1

-
SL:Saelerrplae: 10 GB Limat
1

0.0 GEB (Hard)
= Notffication: - 4

VWaming(85.): Email

Warming(957%): Emaill. Evert log ~
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(Antivirus)
, Firewall
Available Networks Configure accessible networks
, SESIP-T  Untrusted Network
Disconnected Intel(R) Ethernet Connection (2) 1219-Lm
192.168.0.1/24 (Ethernet) Trusted network
Save
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Appication control rdes  Network packet rdes  Networks

- Configure accessible networks

“" This tab displays information about network connections on the computer that have been automatcally detected by
Kaspersky Endpoint Security 10 for Windows through network adapters, and that have received the default status. You can
view and edit the status of network connections.

K Delete
Name State Status
1L . Other networks
' W nternet Disconnected Public network
| =) o5 Intel(R) Dual Band Wireless-AC 8260 #2
[ | 3 R-61S ame Disconnected Trusted network
B sESPT Disconnected Trusted network
=) o Microsoft Wi-Fi Direct Virtual Adapter 23
@ 2 ' Disconnected Public network
| =l |/ Inte)(R) Ethernet Connection (2) 1219-LM
| @ mER)Et 1 Disconnected Public network
\ﬁ 168.0.1/24 (Ethernet) Connected Trusted network

oK Close
7.3 -
( ): -
(HP Z240 Intel Xeon
E3-1200v5) .
Control Panel
Devices and Printers -

, Printer
properties Printer properties Sharing Share this
printer Save ( sesip

)
( ): - WLAN
, - Windows+R Run
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= Run
= Type the name of a program, folder, docurment, or Internet
= rgsrpource,. and Windapwsavill ocpen it for you,
Open: SOAWIN-LCO2MHCITTE ot
| Ok | Cancel Browse...
Run (\WIN-LCQ2MHCITTS8) ok
Login Login User: administrator Password: Sesipl1234
Remember my credentials OK
7.
: - WLAN ,
- Windows+R Run
= Run
[ Twype the name of a program, folder, document, or Intern
= re};iutcer and Windnpws%lmill ocpen it for you. " ’ =
Open: AWM -LCOZMHACITTS L
| QK | Cancel Browse...
Run (MAWIN-LCQ2MHCITTS) ok
Login Login User: administrator Password: Sesipl1234
Remember my credentials OK
( sesepl
) Map Network Drive Drive:Y Reconnected
at sign-in Finish Drive:Y
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file://WIN-LCQ2MHCITT8
file://WIN-LCQ2MHCITT8

YV V V

UPS

VVVYY
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IPS
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v VvV ¥V YV VY V

Avast , Avast
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I
Power Options Properties

Power Schemes IA[arms[ Power Meter [ Advqn@:ed[

o Select the power scheme with the most appropriate settings for
! this computer. Note that changing the settings below will modify
the selected scheme.

Power schemes

|Portable/Laptop ~|
t&ave As...J L Delete J

Settings for Portable/Laptop power scheme
When computer is: 1 Plugged in Running on
: = batteries

Turn off monitor: |fter 15 mins v | |after 5 mins ~|

Tum off hard disks: | After 30 mins v | |After 5 mins ~|

s 0K .J LCanceI J L Apply J

BlueThooth, WiFi
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( )

Supplier: M/S Flora Telecom Ltd., Zahid Plaza (8" floor), 30, Gulshan Ave (North), Gulshan
Circle-2, Dhaka-1212; Tel: 8881236-40, Web: www.floratelbd.com

Warehouse: M/S Flora Telecom Ltd., Road No se(e) 6, Khusre Habib House, Gulshan Circle-1,
Dhaka-1212

1. AHM Hasibul Alam
Assistant Vice President (Product, Presales & Sales)
Cell: 01711-440129; Tel: 8881236-40(PABX), 8881250
Email: hasib@floratelbd.com
2. Mahbub Ul Alam
Assistant Vice President (IT Support Division & MIS)
Cell: 01711-162576; Tel: 8881236-40(PABX)
Email: mahbub@floratelbd.com
3. Md. Aminul Islam
Assistant Director (Admin-2), SESIP
Cell: 01818-424366; Tel: 9573846
Email: sesip.amin@gmail.com
4. Mahfuz Al Mahmud
Project Officer (Admin-2), SESIP
Cell: 01720-030228; Tel: 9586585
Email: dillmahmud@gmail.com

: : : 01724-152085
, : : 01795-151810

: 01675-420279

: , , 01723-913428
, : , 01812-811141
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